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Safety Critical System (SCS)

System whose or
malfunction may

human live, environment or
equipment.
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Using RTOS for SCS in
Edge loT

4. Tremendous amount of
Safety Critical Systems are
implemented on Edge loT
nowadays.

4. RTOS is one of the key
components in Edge loT
system whereby any failure
or malfunction of RTOS could
potentially crash the entire
system.
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Hardware Based RTOS Approach

+.Improve short comings of software

Interrupt

based RTOS in safety aspect. Output
IP
¥/ Implemented as IP in SoC/FPGA ‘
that provides similar functionalities valonlius
including task scheduling, inter-
task communication and resource Altera
management. Cyclone-Tl

+. Also comes with better latency and
jitter performance as compared to
SW based RTOS.

Example of HW RTOS implementation in SoC/FPGA



Internal Design of Hardware Based RTOS

interrupt Output
to processor

Simple & Effective Real-Time Operating System (SEOS)

IRQ
Handler

Scheduler

Inter-Task Communication and Synchranization
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Generic Bus Interface (GBI)

Interconnect Bridge (IB)

Systemn Interconnect Bus

instaad of data

emptive kernel, rate-monotonic
scheduling algorithm

i Timer - 64-bit programmable

countdown timer for task scheduler
and general purpose

Inter Task Communication and
Synchronization —facilitate software
for tasks synchronization and
communication.

Interconnect Bridge and General
Bus Interface - IB is a protocol
dependent slave port bridge that
provides connection to system.
Configurable to support various
interconnect types.



Benefits of Hardware Based RTOS

1. Deterministic & Robustness

1. High predictable behavior.
¥ Immune to random SW glitch, virus or
malware attack, hyper-jacking etc that hold

up resources.
2. Secure data flow & data storage

4 Critical OS data includes scheduling, context
switch stack etc. are kept in HW register
inside SEOS IP that is accessible only by the

IP.
3. Predictable resources management

4. Scheduling handled at HW level prevents
_ crashes & lock-ups.
4! Shared resources are managed by

hardware, thus invulnerable to SW bug.
4. Robust internal communication

¥ Inter-task communication is executed by the
SEOS hardware IP gives robust transition of

data.

5. Domain separation
¥ Critical tasks register data & stacks are managed by
HW, not accessible by SW and is total isolated from

one task to another.

6. Robust Integration & Installation
¥ HW IP can be easily integrated into SoC during HW
development cycle. Critical OS data are kept at

register level, does not required memory mapping.

7. \Verification
4. Hardware based RTOS is verified as HW IP which has
higher level of safety coverage and lower effort, as

compare to SW verification of RTOS.

8. Safety Standard Compliances
¥ Higher safety coverage of verification for HW based
RTOS made it easier to comply to IEC61508 safety

standard.
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